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1. Introduction

To filter your “fix-to-mobile” emails according to your requirements, e.g. for SPAM
protection, or to restrict the group of people, who are authorised to send e-mails to your
terminal, you can create a black & white list for each SkyFile-account.

- “Black”-entries: define terrestrial e-mail addresses or even e-mail domains,
which are not permitted to send messages to your terminal(s).

- “White”-entries: define terrestrial e-mail addresses or even e-mail domains,
which are allowed to send messages to the terminal(s). Once a “white” entry
exists, all other unspecified e-mail addresses are automatically “black”, that
means, only the "white" list entries are permitted to send e-mails to the
respective SkyFile-account(s).

Black & white entries/lists can even be mixed, e.g. if the domain "@charterer.com” is white
listed, specific e-mail-addresses like "badperson@charterer.com” can still be black listed!

2. How to set up a black & white-list?

There are 2 ways to administrate the black & white-list from your office:

a) On a web-page via remote-configuration
Very easy and directly changed on the server

b) Via a control e-mail from a registered terrestrial e-mail account

b&w-list can be applied to multiple accounts at the same time, furthermore the
SkyFile Mail user could change his b&w-list via e-mail from his SkyFile client

2.1 Administration via web-page

- Please activate the option "remote control" with our customer service by email to
mobilesat@vizada.com or support.skyfilemail@vizada.com or by phone +33556223231

- go on web page http://webmail.skyfile.com/cfg.htm

- enter Master-username/Master-Password of the respective SkyFile account.

>

V1iZADA

Remote Client Configuration Login

USERMAME
lateste

PASSWORD

i ENTER I

ACCESS TO..,
Registration of new SkyFile account
SkyFile webmail login
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- On the left part of the window you find the option “Black&White list”, please select

Client configuration:

Subaccounts

Address hook

Dial settings

|
|
AP setings |
|
|

Blackawhite list

ViZADA

SkyFile Mail
Remote Configuration

LATESTE - Login successful

Farce configuration+mail backup:
E\rergrl days

The following files can be requested
from the client. They will be sent to

the e-mail addresses registered and
authorized with Wizada:

last KByte of transfer log
[T configuration overview
[T address book

Billing file(s) for:

|' ﬂ (- =none)
¥ Detailed subaccount data

After changing any
configuration data
{except the black &
white list) and for
requesting any files,
please do not forget

to click on "Send all”.

Send all

Cancel all

Please use the buttons above for navigation instead of backforward in the browser,

- Immediately you have a clear view on the current White&Black list available on this account.

V1ZADA

SkyFile Mail

Remote Configuration

Black & white list for LATESTE

-Byahoo. fr
-@voila.fr

Cancel/Back Add entry

;l How it works

The black&white list is stored directly in the server, changes apply immediately. No transfer is required.
Paste your list here (max. 100 lines) or click [Add entry]

The black & white list is scanned from top
to bottom and matches the trailing part of
the address given. Thus mare detailed
addresses must be above shorter ones.

If there are no entries with "-" {which is
most typical, so there is no blacklist), an
address not matching a "+" line is denied.

=

Use a preceding + to allow or - to deny an address,
Entrigs can be shortened to their domain name ar any
other trailing part if they should match multiple senders.

Anempty list will allow any address.

Enter an e-mail address to test your list:

Save | |spammer@yahoo.com

Testitl |

- Select “Add entry’

- Insert the new
address

- Select Add to list

New black&white list entry

Cancel |

Address [or last part of it) I-mybrother@yahoo.fr

Please use a preceding + to allow or - to deny an address,

Addd o list |
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If you need to try the function, please enter a test-email-address in the right field and press
"Test it!"

- Press "Save": All changes will be applied immediately after pressing this button.

2.2 Administration via a "control e-mail"

Please activate the option "remote control" with our customer service. You need to register
one or two e-mail addresses of persons defined as your black & white-list administrators for
SkyFile Mail 6.3/SkyFile C accounts.

Our Customer Service will confirm the activation and provide you with a black & white-list
keyword to protect you against misuse.

To create a black & white list for your SkyFile accounts, the registered list administrator has
to send a control e-mail to your SkyFile-address with the string “.setfilter” and the black &
white-list keyword in the subject-line. The e-mail text of this control e-mail has to contain the
black & white list as follows:

+ office@shipowner.de [White-list entry]
+ @charter.com [White-list allowing the whole domain]
- spam@spamnet.com [Black-list entry]

Registered black & white list administrator >

shipownen@nrymarikimecompany cam

mymerchantvessel@skyfile, com

SkyFile Mail or SkyFile C account on which the b&w list —»

should be applied

i

Special string ".setfilter" to indicate this e-mail as a control Obiet

) PALULLLTN setfileer passimord
e-mail

- spamigryyahoo.com
- privat@woila. fr
- @spamprovider.arg

black&white list keyword given by our Customer Service

Message-text including the black & white list definition (up to 64 entries)

3. Further details and information:

- The control e-mail itself will not be transferred to the terminal; thus you don't have to pay
for it.

- To get the status of your actual black & white list, please send a control e-mail with an
empty message-text.

SkyFile Mail 6.3 / SkyFile C will reply on this e-mail with the actual valid black & white list for
your account.

- To delete the entire black & white list, you have to enter the word "erase" in the message-
text of the control e-mail.
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- If you only want to add one or several black & white list entries to an existing list, please
enter ".addfilter" instead of ".setfilter" in the subject line of the control e-mail. In this case
the black & white list entries in the message text will only be added to the existing list!

For more information please contact us at:

+33 (0)5 56 22 32 31 or send a mail to mobilesat@vizada.com
Internet: www.vizada.com
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